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Schedule P – Phone Number Validation 

1. General 
(a) The terms of this Schedule P are the terms that apply to phone number validation Software and Services provided by DataTools 

to the Customer pursuant to an order. The parties acknowledge that some or all of the data provided as part of the phone 
number validation Software and Services is processed by DataTools’ subprocessors, and is subject to Customer’s compliance with 
the terms of the Agreement including this Schedule.  

(b) The terms of the relevant order prepared by DataTools, this Schedule P (and any other schedules that apply to the same order), 
the applicable DataTools SaaS Agreement or Software Agreement (the “main terms of the Agreement” formerly referred to as 
the “EULA”) for: (i) Software as a Service (“SaaS”) Services or (ii) Software (as set out at https://datatools.com.au/terms-
conditions/), and the invoice together form the “Agreement” between the Customer and DataTools, and the Customer warrants 
and agrees that it shall comply with the Agreement and any reasonable directions from DataTools as required to comply with its 
subprocessors’ requirements from time to time. To the extent there is any conflict, the documents that appear earlier in the list 
herein shall prevail. 

(c) For the avoidance of doubt, any data provided or processed as part of the Software or Services will not be provided to the 
Customer as a dataset or in any other format independent of the Software or Services; any specific request to do so would be 
subject to a customised order and additional terms are applicable.  

2. Definitions 
“Claim” means any claim, action, proceeding or investigation of any nature or kind and includes the allegation of a claim. 
“Services” has the same meaning as set out in the SaaS Agreement. 
“Software” has the same meaning as set out in the Software Agreement.  

3. Data Principles  
(a) In addition to any limitations or requirements set out in an order or otherwise in writing by DataTools, the Customer must adhere 

to the following principles (the “Data Principles”) when accessing or using the data through the Software or Services: 

(i) the Software and Services must not be used in any way that is likely to (as determined by DataTools, acting reasonably):  
A) cause harm, including financial, physical or psychological harm, to an individual; or  
B) be objectionable to the Australian community. 

(ii) the Software and Services must not be used: 
A) for any fraudulent purpose, including identity theft;  
B) to discriminate against, harass, vilify, offend or stalk a person, or assist any other party to engage in such conduct; or 
C) for the purpose of avoiding compliance with any Laws, including Laws regarding modern slavery.  

4. Provision of Software or Services to Customers – Customer’s Responsibilities 
(a) The Customer must not resupply the Software or Services to a third party, however may allow Customer third party service 

providers performing work on behalf of the Customer to use the Software or Services for the Customer’s internal business 
purposes provided that the Customer will be responsible and liable for the acts or omissions of any third party service providers 
to which they make the Software or Services available as if they were the Customer’s own acts or omissions. 

(b) The Customer acknowledges and agrees that: 

(i) its use and reliance on the Software or Services is at its own risk; and  

(ii) to the extent permitted by Law in Australia and other than as expressly stated in this Agreement, DataTools excludes all 
warranties, express or implied, including warranties of merchantability, fitness for a particular use, accuracy, 
completeness and quality of the Software or Services and the data included therein. 

(iii) it must not make any false, misleading or deceptive representations (including to any other customer) in relation to the 
Software or Services, including as to the quality or other characteristics of the Software or Services; 

(iv) it must act in good faith at all times towards DataTools and give DataTools such assistance and co-operation as 
reasonably requested in order to provide the Software or Services; and 

(v) it must not do anything which may adversely affect the reputation of DataTools or its subprocessors. 

(vi) it must ensure that any DataTools copyright and trademark notices (or that of its subprocessors) that are included within 
the Software or Services must not be removed, and 

(vii) it is not permitted to use DataTools’ or DataTools’ subprocessors’ branding (including branding of any DataTools or 
DataTools’ subprocessors’ products) without express prior permission in writing from DataTools. 

(viii) Neither DataTools nor its subprocessors will be responsible for any delay or failure by the Customer to comply with its 
obligations under this Agreement to the extent such delay or failure is caused or contributed to by any delay or failure by 
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the Customer (including any of its officers, employees, contractors, agents or Customers) to comply with its obligations 
under this Agreement. 

(c) This Agreement does not create a contractual relationship between DataTools’ subprocessors and any Customer granted a right 
to use the Software or Services by DataTools, and the Parties agree that DataTools’ subprocessors have no obligations or liability 
to any Customers.  

(d) The Customer indemnifies, and will keep indemnified and hold harmless, DataTools and its subprocessors including its directors, 
officers, employees and agents, and its data services providers, and any affiliates or resellers distributing the Software or Services 
to the Customer (“those indemnified”) from and against any Loss (including Loss arising in connection with Claim by a third party) 
that those indemnified may suffer or incur in connection with:  

(i) a Claim in relation to the data provided as part of the Software or Services under the Agreement;  

(ii) the Customer’s breach of this Schedule, or 

(iii) the Customer’s use, access or resupply of the Software or Services, or 

(iv) the Customer’s violation of any applicable law (including privacy laws) or third party right (including any intellectual 
property or privacy rights) or any prohibition under the Agreement; or 

(v) any information that the Customer provides that is not accurate, up to date or complete or is otherwise misleading; or 

(vi) misuse of the information services or the information supplied to the Customer. 

(e) DataTools reserves the right, at its own expense, to assume the exclusive defence and control of any matter otherwise subject to 
indemnification by Customer, in which event Customer agrees it shall cooperate with DataTools. 

5. Additional Terms – General  
5.1 Data storage 

(a) DataTools warrants that it shall not store any customer data submitted, uploaded or otherwise made available by the Customer, 
except for Customer contact details for the purposes of providing the Software or Services to Customer; and in relation to 
validation data: 

(i) For SaaS transaction-based products, once validation data is processed it is not stored. 
(ii) For SaaS products where it is necessary for the Customer to upload data in a file format due to the nature of 

the Services, data shall be stored temporarily and DataTools shall take reasonable steps to protect such data 
(through measures such as encryption), and such data shall be deleted after the Services expiry date.  

5.2 Liability 

(a) Any limitation of liability provisions set out in the Agreement or applicable Third Party Contracts are subject to this clause 5.2 
which shall prevail in the event of any inconsistency. 

(b) Liability for either party shall be uncapped In respect of a Party’s liability for any indemnity provided by that Party under this 
Schedule. 

5.3 Fees 

(a) The Customer acknowledges that any fees payable for the data component of the Software or Services shall be set out in the 
relevant order (or royalty order form), shall be subject to the payment terms in the Agreement (including the clauses relating to 
GST), and are payable to DataTools; and 

(b) If no increase is specified in the main terms of the Agreement, the Customer agrees that DataTools may increase the fees payable 
each year to the greater of 3% or the annual percentage increase in the Consumer Price Index (all groups, weighted average of 
eight capital cities) most recently published by the Australian Bureau of Statistics. 

5.4 Suspension and Termination   

(a) The Customer agrees that in addition to the termination provisions of the main terms of the Agreement, DataTools may also 
direct customer to cease access to the Software or Services, or suspend or terminate the Customer’s rights under the Agreement 
at any time upon notice when, and for the duration of the period during which:  

(i) DataTools’ subprocessors suspend or terminate DataTools’ access to or cease processing of the data; or 

(ii) the Customer contravenes (or is believed, based on reasonable grounds, to be in possible contravention of) any Laws; or 

(iii) the Customer commits a breach of this Agreement or is unable to perform its obligations pursuant to this Agreement. 

(b) DataTools shall provide the Customer with at least 7 Business Days prior written notice to remedy the breach before exercising its 
rights under this clause, except where the breach is a material breach incapable of remedy or where the contravention or breach 
by the Customer relates to misuse of the data provided as part of the Software or Services in which case DataTools may 
immediately suspend or terminate the Customer’s rights and the Agreement without providing the Customer with an 
opportunity to remedy the contravention or breach.   

(c) Refunds shall only be applicable as set out in the main terms of the Agreement. 
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6.1 Permitted and 
prohibited uses  

6.1.1 Permitted and prohibited uses are set out in this Schedule P and the main terms of the Agreement and 
any further permitted and prohibited uses as set out in the Customer’s order. 

6.1.2 Customer must not use, or permit others to use, the Software or Services: 

(a) to circulate or send any unsolicited or unauthorised marketing, publicity or advertising material message 
to any person (including a Commercial Message) unless that person has consented to receiving in a 
manner as defined in the SPAM Act 2003; 

(b) for the sending of messages without a reasonable intent or for the purpose of causing annoyance, 
inconvenience or distress to any person;  

(c) in any way that may have a detrimental effect to the goodwill and good standing of DataTools or any of 
its subprocessors or their partners or associates;  

(d) to transmit computer worms or viruses or anything else which may cause harm to the Software or 
Services; 

(e) to access, disrupt or damage any computer system or network belonging to DataTools or its 
subprocessors; 

(f) to forge any messages; 

(g) to send any material that is likely to be, having regard to the contemporary attitudes of Australian 
society, offensive to reasonable adults (or other applicable countries); 

(h) to send any obscene, menacing, sexually explicit, abusive, offensive or defamatory material or any 
material that violates any Commonwealth, State, Territory or local law or regulation or any law, rule or 
guideline applicable to any country where the Software or Service is marketed, provided or received or is 
contrary to any Code of Conduct issued by the Communications Alliance. 

6.2 Processing of 
data  

6.2.1 Customer (referred to as “you” herein) acknowledges the following and shall comply with the following 
to the extent applicable: 

(a) DataTools or its subprocessors will process your data in accordance with your instructions. By sending 
your data, you are giving DataTools and its subprocessors (also referred to herein as “us” or “we”) 
permission to view the data, before extracting any valid telephone numbers from your data. 

(b) It may be necessary for us to send the telephone number(s) you load into our platform to the telephone 
network who originally allocated the telephone number. The telephone network is a third party and may 
therefore reside in the country where the telephone number was originally allocated. 

(c) Therefore, it is important you understand that in order for us to obtain the information you need with 
regards to the validation of your phone number(s) we must send the number(s) to a network that could 
be located anywhere in the world. Each network is responsible for the control and management of their 
own and it is this we query to obtain information on the telephone numbers(s) you enter into our 
platform. 

(d) Be aware that we send only the telephone number and no other data to the telephone networks. 
However, we require that when you load your numbers into our platform, you remove any other 
associated data that you hold alongside that number. 

(e) In order for a phone validation to be performed, it is not necessary for us to receive any other associated 
data, other than the number you want to check. 

(f) Notwithstanding the personal information you provide for your account with DataTools, as covered in 
the DataTools Privacy Policy, when we have detected a valid telephone number and extracted this to 
send to the telephone network(s), the telephone number cannot be used to identify an individual. 
Furthermore, the telephone number is the only data which is sent to the telephone network. 

(g) DataTools and its subprocessors will only process the customer data, or stop processing it, at the request 
of the customer. DataTools and its subprocessors will not process data after the Customer has requested 
DataTools to stop processing data, and the Customer has taken its own actions to stop submitting or 
make available the data for processing. 

(h) DataTools does not store your validation data, however its subprocessors may do so and delete the data 
after 30 days. It is your responsibility to download the results from your account and save internally.  

(i) DataTools’ subprocessors may log various statistical information relating to the validation results 
received. 

(j) You will be accountable for compliance in line with the applicable privacy legislation. 

6.3 Customer 
acknowledgements 
and obligations 

(a) Customer warrants that its use of such data with the Software or Services shall not be in breach of any 
law, third party rights or trademarks. 

(b) Customer must comply with applicable laws, and must not use the Software or Services for any illegal or 
fraudulent purpose whatsoever including in breach of the Australian SPAM Act 2003, 
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Telecommunications Act 1997, the Do Not Call Register Act 2006 or any other similar legislation in the 
country of operation of the Customer.  

(c) Customer must fully cooperate with DataTools in all respects with and transparently provide all the 
necessary information to clarify and remedy any of such situations set out in above. Upon request, 
Customer shall supply evidence of the relevant permissions as set out in the above clauses. 

(d) DataTools or its subprocessors may modify the Software or Services used by the Customer: (i) where this 
is necessary to comply with law or because of a change of law, or any other event outside of DataTools’ 
reasonable control; or (ii) for any other reason subject to the warranty terms of the main Agreement. 

(e) Due to the nature of phone validation, the Customer acknowledges and accepts that the Software and 
Services are: supplied over communication links and other networks, and are subject to the availability 
and communications delivery capability of those links and networks. Neither DataTools nor its 
subprocessors are responsible if the links or networks are unavailable at any time, and DataTools does 
not guarantee that services supplied online will be continuously available. 

(f) The speed of the service is wholly reliant on third parties of which DataTools has no control. As such 
DataTools does not guarantee or make any commitments relating to the speed of the information 
provided for the purposes of validation. 

(g) DataTools are not able to accept any liability for any inaccuracy, incompleteness or other error in the 
responses provided or services offered which arises as a result of data provided to DataTools or its 
subprocessor by you or any third party. 

(h) DataTools and its subprocessors are not responsible in any way for any mobile telecommunications 
systems or networks which it does not operate. Therefore DataTools is not liable for the acts or 
omissions of other providers of telecommunication services (including suspension or termination of 
DataTools or its subprocessors’ connections or contracts with any telephone network operator) or for 
faults in, or failures of, their apparatus or network, and in general for any other technical reason 
attributable to the telephone network operator’s network. 

(i) DataTools relies on data provided by others, and while it aims to provide quality data, the Customer 
acknowledges that it understands DataTools does not independently check all information supplied, or 
the compilation of information of its subprocessors’ systems, and that information may become out of 
date. 

(j) The Customer acknowledges and understands that it is responsible for assessing the value of the 
information provided, and for the business decisions that the Customer makes, regardless of whether 
the Customer bases them on the information supplied by DataTools. Customer acknowledges that the 
Software and Services rely on data provided by third parties, the accuracy or completeness of which it 
would not be possible or economically viable for DataTools to agree. 

(k) The Customer agrees to provide reasonable co-operation (at its own expense) in the handling of 
disputes, complaints, investigations or litigation involving a third party, that arise as a result of its use of 
the Software or Services. 

  

7. Additional Terms - Resupply 
7.1 Resale 

(a) Customers are not permitted to resell or otherwise distribute the Software or Services or the output of the Software or Services 
unless they have entered into an agreement with DataTools expressly allowing such resale and are identified as a “Reseller” of 
DataTools Software or Services and whose end user clients have agreed in writing to DataTools’ terms including this Schedule P. 
Where DataTools expressly permits resale as set out in this clause, the Customer agrees to provide all necessary information 
reasonably requested by DataTools from time to time that relates to the Software or Services, the calculation of Fees or the rights and 
obligations of either Party under this Agreement and retain such relevant information for a period of seven years following 
termination of the resale agreement. 
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